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House Bill 14-1294:  Titled “Concerning Student Data Collection Protection Administered By The Department of Education,” HB 1294 is yet another example of necessity to deal with unintended consequences – technology's theft of individual privacy.
   The ability afforded to corporations by today's technology to gather data and information on adults, but much worse children, has necessitated laws such as the Children's Online Privacy Protection Act of 1998 (COPPA). COPPA “governs the collection of online data from children under the age of thirteen.”
   The explosion of apps and their availability to children have overwhelmed parents who find them of greater danger than interaction with strangers online, according to a study done in collaboration by the Pew Internet Project and the Berkman Center for Internet and Society at Harvard University.
   The Federal Trade Commission reviewed mobile apps for children and issued a report titled “Mobile Apps for Kids:  Disclosures Still Not Making the Grade.” The report found that “nearly 60 percent of the apps reviewed sent information from the personal device to the app developer or to third parties such as advertising networks or analysis companies.”
   The legislative declaration of HB 1294 includes significant points:  
· the privacy of Colorado citizens is of the utmost importance;
· protecting their privacy is a top priority for the lawmakers of this state;
· the notion of privacy has vastly changed with technological advancement, developments such as the “cloud,” and the exponential growth of social media popularity;
· the public perception of privacy has changed but it remains imperative that personal information stay confidential unless otherwise chosen on an individual basis;
· the privacy of children is critically important especially in regard to their K-12 educational experience and the student data collected during this time;
· Colorado law is not clear on how student data is to be handled, thus, data collection and security is crucial; and
· it is critical that parents have the opportunity to understand how student data is collected, where data is store and how and why the data is utilized.
   The fiscal impact analysis notes the student level data collected and stored by the Colorado Department of Education and what is included in a student's educational record:  assessments results, academic transcripts and competition records, attendance and mobility information, and special education data, among other elements.
   The analysis also provides a summary of the requirements of HB 1294 that the State Board of Education must do:
· make publicly available a data inventory and dictionary of data elements for students currently used in the data system; and
·  develop policies and procedures to comply with the federal Family Educational Right and Privacy Act of 1974 and other relevant privacy laws.
   Significant is that the State Board of Education must ensure that agreements involving the disclosure of student data for research conducted by a third party must require that the organization:
· specify the purpose, scope and duration of the study and the information to be disclosed;
· use student data exclusively to meet the requirements of the study;
· conduct the study in a manner that does not permit access to personally identifiable student data by persons or organizations not involved in the study; and
· destroy all personally identifiable student data when the data are no longer needed for the study.  
   Two significant restrictions were added via amendments by the House Committee on Education:
· The Department shall not sell student data for commercial use; and
· the Department shall publish a list of vendors that the Department contracts with that hold student data.
   HB 1294, as amended, was referred to the Committee on Appropriations on March 17, 2014.
Lead Sponsors of House Bill 14-1294:  Representative Carole Murray (D-Douglas) 866-2948; and Senators Pat Steadman (D-Arapahoe) 866-4861, and Cheri Jahn (D-Jefferson) 866-4856.
Senate Bill 14-164:  No fiscal impact for SB 164 was available at deadline time, but in this writer's opinion, SB 164 is of such importance to the citizens of Colorado, it warrants  two “go rounds,” so we'll revisit it later in the session.
   Readers should waste no time in expressing opinions to their representatives on the provisions of this bill in that the 2014 legislative session is only about five weeks from adjournment.  
   With the increase each year in frequency and severity of catastrophic wildfires, expanding and increasing Colorado's firefighting ability will be on-going.
   In the 2013 legislative session, Senate Bill 13-245 created the Colorado firefighting corps (C-FAC) under the division of fire prevention and control in the department of public safety, but did not fund C-FAC, so the state, at this time, does not own any C-FAC aircraft.
   Reader's should beware, today's edition presents provisions of the bill as introduced, and all should beware, at last check, SB 164 does not have the support of Governor John Hickenlooper.
   As introduced, these are the two possibilities:  
· For use during the 2014 fire season, purchase, lease, or contract for the use and operating of up to three firefighting helicopters;
· For use in the 2015 fire season and beyond, authorization is given for the division to purchase, lease or contract for the use of up to four large aircraft from the federal government or other sources;
· the division is further permitted to contract for retrofitting, maintenance, storage and operation of these planes; and
· in awarding of contracts, the division is directed to consider certain specified factors, including whether bidders will perform the airplane modifications in Colorado or employ veterans.
   The bill also allows the division to establish a center of excellence for advanced technology aerial firefighting and specifies the functions that the center must perform if so established.
Lead Sponsors of Senate Bill 14-164:   Senate President Morgan Carroll (D-Arapahoe) 866-4879, and Senator Steve King (R-Mesa) 866-3077. No sponsor as yet in the House of Representatives.
    The reader's comments or questions are always welcome. E-mail me at doris@dorisbeaver.com.
